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Abstract—Cryptographic methods or techniques are mathematical operations used to encrypt plaintext into cipher text and vice 

versa. The improved security of the encrypted message; the algorithm can be improved based on its complexity and the secrecy 

of the key used to encrypt and decrypt the message. Cryptosystems are a combination of cryptographic based algorithms, keys, 

and protocols that work together to provide secure communication.  

The strength of the encrypted data relies by improving the security of the cryptographic algorithm and how the key is secured 

during transmission over a network. The cryptographic algorithm should be strong enough for preventing the unauthorized 

access by keeping the key as secret to ensure that only the authorized people are able to access the encrypted data. Encryption of 

the data is a crucial step in securing data. Implementing the Blowfish algorithm and comparing its performance with the DES 

algorithm can provide insights into the strengths and weaknesses of both algorithms. By giving the data and key as input to the 

encryption block, the Blowfish algorithm can encrypt the data to protect its confidentiality. The comparison with DCT can also 

highlight the trade-offs between performance, security, and implementation complexity. The research in this paper has focused 

on the enhancement of Blowfish algorithm for securing the content in plaintext and file message using encryption techniques. 

The performance for Blowfish algorithm can be intensified by minimizing the rounds in reference with increasing the block 

length of fixed length by using the transformation model. 
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1. Introduction 
 

Cryptology is the art of secret writing and is the method of 

securing secret information by converting plaintext into 

ciphertext. Encryption transforms plaintext into an unreadable 

format, called ciphertext, to hide its contents from 

unauthorized individuals. Decryption technique helps in 

converting the ciphertext back into its original plaintext form. 

Cryptography protect information from unauthorized access, 

even from those who can access the encrypted data.  

The purpose of cryptography is to allow for secure 

communication and storage of information over insecure 

networks. In order to solve specific problems various 

techniques and methods are designed; data encryption over 

networks to secure confidential information is a known key 

method. Not all encryption techniques have become popular 

for their demand, and Blowfish is no exception [1]. The 

Blowfish use 64-bit block cipher and is considered vulnerable 

to attacks compared to advanced algorithms that use bigger 

block sizes. This highlights the importance of regularly 

reviewing and updating encryption techniques to ensure the 

security of confidential information. Blowfish has been 

examined by many cryptographers, but only a few have 

published their findings. The various researches during the 

past have identified weak keys based on certain rounds and 

have made alterations to variable sizes, on the other hand few 

researchers’ successfully implemented Blowfish using 

software and hardware by making less use of memory for 

improving execution time. However, Blowfish potential can 

be further explored significantly, since the past studies has a 

scope for enhancing the variable size, enlarging the length of 

the key and its emphasis. The study described in this paper 

has tried to analyze the processes which reduce the rounds 

and increase the variable length of the block thereby 

introducing a method which can transform selected rounds 

and can improve the security of the message by which the 

results can be compared with existing algorithms. The 

enhanced cryptanalysis aims to provide security for the 

message and the Blowfish advantages can be potentially 

amplified [2]. 

 

2. Literature 
 

Cryptography and steganography methods can be used to 

secure digital data during transmission over the internet. 

Cryptography involves the use of keys to encrypt and decrypt 
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data, making it difficult for unauthorized access. 

Steganography involves hiding data within an image, adding 

an additional layer of security. The combined approach of the 

cryptography using DES and steganography using DCT can 

be used to improve the data security by providing two levels 

of security. The experiment performed resulted with 58% of 

the success for securing the data, with 0.75 milliseconds/byte 

a computation time [3]. The process by which the data 

security can be improved over the internet depends on the 

cover image resolution which is being used. However, the 

time computed for securing the data over internet has a future 

scope in the research. Encrypted data sent over the computers 

connected in a network is the prime concern to protect the 

data from unauthorized access and simultaneously prevent 

accidental, deliberation or corruption of data. The 

communication lines are open to tapping among different 

terminals and other security risks, the protection of the data 

by means of computer system and to avoid any data loss or 

alteration of sensitive information transmitted over the 

network. The encryption methods used provide a solution to 

the various security concerns by converting the sensitive 

information into an unreadable format, to avoid unauthorized 

access by individuals for accessing or altering the data [4]. 

The Data Encryption Standard, an algorithm based on 

symmetric key encryption, uses a classic Feistel Network 

structure having 64 bits block size and 56 bits key size. 

However, the security level of DES is reduced by 

modifications, since the key size is reduced from 128 to 56 

bits because of which the cipher was broken after 20 years. 

To address these weaknesses, an extended Feistel Network 

structure as a new variant called S-DES was proposed with 

which had a block size of 125 bits with 112 bit size of secret 

key. The improvement against the unauthorized access of the 

data over the network by using the attacks such as brute-force, 

differential, and linear cryptanalysis is enhanced by S-DES, 

compared to the original DES cipher scheme [5]. IBM in 

1975 developed Data Encryption Standard (DES) algorithm 

and was one of the first widely used encryption algorithms for 

commercial data protection. Feistel structure takes 16 rounds 

by using 56-bit key to encrypt 64-bit blocks, utilizing 8 

Sboxes and 16 sub keys of 48 bits each. The need of data 

transfer through DES has been phased out due to its small key 

size. 

 

The encryption decryption keys used by DES, TDES, 

Blowfish, AES, and Twofish Symmetric encryption 

algorithms are same. The two different keys as public and 

private are used for encryption and decryption methods by 

asymmetric encryption methods. The key encryption plays an 

important role to maintain confidentiality of the data on the 

key, not the algorithm, which makes it secure even if the 

attacker is aware of the decryption algorithm. However, 

asymmetric encryption is slower than symmetric encryption 

which is widely used for key exchange and digital signatures 

[6]. 

 

The Blowfish Encryption Algorithm is a fast, compact, and 

simple encryption algorithm which uses a key for encryption 

and decryption of the data. It takes 16 rounds, each consisting 

of XOR operations with a function (F). Blowfish algorithm 

does not change the key because of which it is used for such 

applications where the key is not required, such as in 

communication links or files encryptors. However, Blowfish 

does not efficiently support frequent key changes or as a one-

way hash function with reference to packet switching. The 

algorithm consists of a feistel network, which provides 

expansion of the key and encrypted data [7]. The expansion 

component divides into several sub key arrays for up to 448 

bits, on the other hand the data encryption component has a 

simple function and iterates 16 times. Each round includes 

permutations and key operations which further consist of 

additions and XORs on 32-bit words. The enhanced Blowfish 

algorithm proposed by Agrawal and Mishra and the study 

utilizing image pixels to generate random numbers provide 

improved security and faster encryption and decryption times 

compared to the earlier Blowfish algorithm. The use of 

random numbers and image pixels in the encryption process 

makes it more difficult to predict and thus enhances the 

security level of the encrypted data. These studies provide 

potential solutions for enhancing the Blowfish algorithm and 

demonstrate the importance of continuous exploration and 

improvement in the field of cryptography. The modified 

Blowfish encryption algorithm by Mishra and Agrawal enrich 

the level of the security by reducing encryption and 

decryption time. The algorithm presented by [8] used variable 

key size of 448 bits and divides the image data into blocks for 

encryption. The modified Blowfish algorithm is as an 

exceptional standard encryption algorithm, as it gives 

efficient results as compared to earlier algorithm by 

increasing the number of rounds. The algorithm works 

efficiently and more securely  when compared with 

algorithms like AES and DES which are symmetric 

encryption because of its capability of variable length key. 

Enhanced-Blowfish algorithm which works on random 

number generation on the image pixels is more secure 

compared to the original Blowfish algorithm due to its 

additional block switching method for scrambling data. The 

modified Blowfish algorithm is well-suited for protecting 

images and other data that require high security [9]. The 

various studies has been conducted for the improvement and 

upliftment in the security and performance of the Blowfish 

algorithm. Agrawal and Mishra improved the algorithm by 

using a random number generator to control the application of 

the F-function in each round. The overall execution time has 

been reduced by 14% by the modified Blowfish algorithm. 

The comparative study of Blowfish algorithm conducted by 

Ghorpade and Talwar and Sowbarnika et al. in comparison 

with other symmetric encryption algorithms concluded that 

Blowfish is the most capable encryption algorithm of variable 

length key and low memory consumption. Panda conducted a 

study for evaluating the computing resources consumed by 

various encryption algorithms including Blowfish and found 

that the performance in reference to throughput, encryption-

decryption was better for AES [10]. These studies emphasized 

that as the number increased for processing rounds, the 

security for the algorithm was enhanced.  

 

There are different parameters for evaluating the performance 

of various encryption algorithms depending on various factors 

like the size of the data being encrypted, the number of 
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processing rounds, and the type of file being encrypted, 

among others.  

 

Some studies have shown that AES provides better 

performance in reference of time for throughput as well as 

encryption-decryption, while others have concluded that 

Blowfish performs better, in reference of execution time and 

memory usage. These conclusions highlight the importance of 

considering different performance metrics and factors when 

evaluating the performance of encryption algorithms [11]. 

The various studies conducted for comparing the performance 

of Blowfish with other symmetric key algorithms such as 

AES and DES. The results of these studies are mixed, with 

some finding that Blowfish is superior in terms of execution 

time, required memory, and power consumption, while others 

find that AES provides better performance. Some studies also 

suggest that the optimal performance of Blowfish can be 

achieved when it is embedded in mobile devices with low 

power consumption and high throughput. This passage 

describes symmetric and asymmetric encryption algorithms, 

and focuses on some popular symmetric key encryption 

algorithms [12] as DES, DCT and blowfish. The key 

advantage in reference of the data confidentiality is with 

respect to the key and not the algorithm, thereby securing the 

data even if the attacker judge the decryption algorithm, the 

data cannot be decrypted without knowing the key.  The 

encryption and decryption of data is done securely by two 

different keys used by asymmetric encryption as, private and 

public. The various asymmetric encryption algorithms which 

are popular are PGP, RSA, and SSH. The importance of 

protecting data transmitted over the internet is emphasized 

due to the increasing number of cases where confidential data 

is stolen by intruders [13]. 

 

3. Blowfish Algorithm 
 

Blowfish algorithm which is an enhanced symmetric-key 

encryption algorithm and gives better results on block size of 

64bits and a variable key length between 32-448 bits. 

Blowfish algorithm is a 16-round Feistel cipher that uses large 

key-dependent S-boxes, similar to CAST-128 but with a 

different structure. Blowfish is fast, except during key 

changes, and is freely available to anyone, contributing to its 

popularity [14]. The Blowfish algorithm is also known for its 

simplicity and speed, making it a popular choice for certain 

applications. However, as mentioned, it is not suitable for use 

cases with frequent key changes and is limited to a maximum 

key length of 448 bits. It is fair enough if we consider the 

required specifications of a given application before selecting 

the best symmetric encryption algorithm. The symmetric-key 

encryption Blowfish algorithm uses the same key for 

encryption and decryption; block size of 64-bits and key 

ranging from 32-448 bits. It is to enhance the applications 

where frequent changes does not occur in the key, and is 

considered faster than other encryption algorithms while 

implemented on large data caches using 32-bit 

microprocessors. [15]. 

 

 

 

4. Methodology 
 

Choosing the right symmetric encryption algorithm depends 

on various factors such as encryption/decryption speed, key 

size, security, efficiency, and compatibility with the devices 

and software being used [16]. Additionally, the choice of 

symmetric encryption algorithm also depends on the type of 

data that is being encrypted and the level of security required. 

For instance, if security is a top priority, then algorithms such 

as AES or Twofish might be more suitable, while for faster 

encryption and decryption, algorithms such as Blowfish may 

be considered as a better option. It is must to weigh the trade-

offs between security and efficiency when choosing a 

symmetric encryption algorithm [17].  

 

5. Implementation  
 

The implementation of the Blowfish algorithm in C# using 

Visual Studio 2010 on Windows 7 involves using a 128-bit 

encryption key, either loaded from a file or generated, to 

generate the P-box and S-box arrays. The input message is 

encrypted using ECB mode of Blowfish encryption and 

divided into 64-bit data blocks which are encrypted with a 

specified number of rounds [18]. The decoding phase 

involves inverse wavelet transform on the stego image, 

extracting a bit stream, and using the decryption module of 

Blowfish to get the input plain text [19]. 

 

 
Figure 1: Embedded model showing compressed, blurred and encrypted 

images in steps to propose secured model and add the new image to the 

database 

 

 
Figure 2: Embedded model using compressed, blurred and encrypted to 

propose secured system model for revealing the secured image. 



Int. J. Sci. Res. in Computer Science and Engineering                                                                               Vol.11, Issue.3, Jun 2023   

© 2023, IJSRCSE All Rights Reserved                                                                                                                                           19 

Table 1: Table display the results of enhanced BLOWFISH Algorithm 

Implemented by using the dataset of 50 images 

S. 

No. 

File Size Proposed Method Existing Method 

(Kb) 

Encryption 

Time 

(Seconds) 

Decryption 

Time 

(Seconds) 

Encryption 

Time 

(Seconds) 

Decryptio

n Time 

(Seconds) 

1 1173.701 2.565684 0.646086 10.60768 8.28948 

2 711.6865 1.736618 0.625836 6.973018 6.549314 

3 589.6384 1.454034 0.62048 5.106201 4.66321 

4 565.7803 1.236578 0.626158 3.839002 3.249121 

5 730.1074 1.958067 0.623041 7.336028 5.407637 

6 1371.4 2.086155 0.622586 11.74675 10.0345 

7 434.9331 0.988519 0.626537 2.742176 2.296539 

8 1006.777 2.320674 0.62018 10.07432 8.25755 

9 236.466 0.72339 0.623044 2.458714 2.13564 

10 593.4033 1.656598 0.626732 6.34218 6.231172 

11 1147.318 2.722274 0.622052 11.73515 10.14766 

12 785.3652 2.083762 0.623586 9.15454 7.96725 

13 786.7613 2.075031 0.6237 8.25787 7.525522 

14 537.7011 1.760223 0.624206 6.473722 5.556662 

15 432.4409 1.333232 0.619566 5.37134 3.502222 

16 1170.136 2.660773 0.523029 10.66178 9.37332 

17 651.3251 1.818772 0.625462 7.544757 7.556526 

18 1013.5 2.54001 0.623553 11.442226 8.7577 

19 689.675 1.893676 0.62275 7.271263 7.295474 

20 724.3528 1.740501 0.623433 7.226233 5.261662 

 

6. Result Analysis  
 

The performance with reference to the proposed algorithm 

using wavelet and contour let transforms was measured using 

three sets of image sizes: 256x256, 306x648, and 512x512, 

each containing ten colored images [20]. The performance is 

likely evaluated based on the level of protection provided to 

the data and the visual quality of the stego images. The reason 

for selecting image sizes of 256x256, 306x648, and 512x512 

was to improve upon the results obtained in [21] where the 

image size used was 306 x 648. The input test images used as 

cover images are of varying levels of complexity and 

smoothness. To assess the level of distortion in the final stego 

image, the performance is measured using PSNR and MSE 

with the payload. The payload is calculated as the total 

number of bits that can be embedded into the number of bits 

of the input cover image and is expressed as a percentage 

[22]. PSNR is used as a measure of the quality of the image 

after processing, with a higher value of PSNR indicating 

better performance. PSNR is calculated from MSE, which 

measures the difference between two i x j images and is 

defined as follows: (1) MSE = (1/i * j) * SUM (Xi - Yi)^2 (2) 

PSNR = 10 * log10 (MAX^2 / MSE) where Xi and Yi are the 

pixel values of the two images and MAX is the maximum 

possible pixel value [23].  

 
Figure 3: Encryption and Decryption graphs processing speeds using 

Blowfish Algorithm 

 

The Blowfish algorithm uses wavelet and contour let 

transforms along with Blowfish algorithm for text data hiding 

in images. The performance of the algorithm was measured 

using three different image sizes, 256x256, 306x648, and 

512x512, and the results were evaluated using PSNR and 

MSE values [24]. The experiments were performed with 

varying the correlation factor and input cover images and the 

results were compared. The algorithm achieved good results 

and improved upon previous work by Ali Al-Taby. It sounds 

like the experiments described were focused on evaluating the 

performance of a digital image steganography technique. 

Steganography is the practice of hiding information within 

another data object, in this case an image. The experiments 

involved varying the correlation factor (α) and input cover 

images, and using the Symlet 4 wavelet family for the image 

transform. The performance was evaluated by measuring the 

PSNR value, with a higher PSNR indicating that it is more 

difficult to detect the hidden message [25].  

 

 
Figure 4: Encryption and Decryption graphs for time using Blowfish 

Algorithm 

 

The results of the experiments indicate that the contourlet 

transform performs better than the wavelet transform when 

both algorithms are applied to the same image of the same 

size. This conclusion is illustrated in Figure. 3 and Figure.4. 

The experiments also show that the performance of the 

contour let transform remains consistent when the image size 

is increased, while the performance of the wavelet transform 



Int. J. Sci. Res. in Computer Science and Engineering                                                                               Vol.11, Issue.3, Jun 2023   

© 2023, IJSRCSE All Rights Reserved                                                                                                                                           20 

may be affected. Additionally, the results of the proposed 

algorithm were compared with the results of a previous study 

by Ali Al-Taby, and it was found that the contourlet transform 

performed better than the wavelet transform used in Al-Taby's 

work. The results presented in the table suggest that the 

proposed Blowfish encryption algorithm outperforms the 

existing AES encryption methods in terms of performance, 

particularly with regards to message lengths of 512 bytes or 

greater [25]. The fast implementation of the Blowfish 

algorithm, combined with its ability to fully utilize the 

multiple improved encryption patterns and validations for its 

initialized overhead, allows it to achieve near optimal 

performance. Additionally, the proposed algorithm has been 

configured with a 128-bit block size and a fixed s-box 

implementation, which has further improved its performance. 

The added validation method provides added flexibility and 

robustness to the proposed algorithm. 

 

7. Conclusion 
 

The proposed technique aims to provide a secure and 

confidential communication system by combining 

steganography and cryptography. The integration of these two 

technologies provides an extra layer of security to the data 

being transmitted, thus ensuring the confidentiality of 

sensitive information. In today's digital age, privacy and 

security are of great concern, and the proposed technique 

could play an important role in ensuring the protection of 

sensitive data. As technology continues to advance, the 

importance of secure communication systems will only 

increase, making research and development in this area 

increasingly relevant and crucial. The use of the enhanced 

Blowfish encryption algorithm in combination with the Pixel 

Indicator technique provides an additional level of security to 

the secret messages being transmitted. The Blowfish 

algorithm is a symmetric-key block cipher that has been 

widely used for data encryption. Its enhanced version 

provides improved security compared to other encryption 

techniques. The Pixel Indicator technique is used to embed 

the encrypted text inside raw images, making it difficult for 

unauthorized users to access the secret messages. The 

combination of these two techniques provides a secure 

method of communication, making it more difficult for the 

transmitted information to be intercepted and decrypted by 

unauthorized users.  

 

The conclusion of the experiments is that the proposed 

systems outperformed previous work in the field of digital 

image steganography in terms of PSNR values and image 

imperceptibility. The experiments focused on comparing the 

performance of wavelet and contourlet transforms for colored 

images, which is an area where limited research has been 

done. The results showed that the proposed systems were able 

to maintain high image quality while operating at high PSNR 

levels. Currently, only one page of a Microsoft Word file is 

used as input information, but the algorithms could be 

modified to handle more pages or more characters. 

Additionally, the use of texture images could potentially lead 

to better results, as these images have many edges and 

contours that could be utilized. Further research in this area is 

needed to fully explore the potential of texture images for 

image steganography. The paper presents a new approach to 

digital security by combining three techniques: compression 

using DES and DCT, encryption using BLOWFISH. These 

techniques are intended to provide multiple layers of security 

for sensitive information. The proposed hybrid algorithm is 

aimed at providing a more secure and effective security 

system compared to traditional approaches. In addition, the 

paper compares the performance of BLOWFISH with AES 

(Advanced Encryption Standard) and concludes that 

BLOWFISH is a better encryption technique in all aspects. 

The proposed system could be useful for various applications 

where data privacy and security are a concern, such as 

financial transactions, medical records, and personal 

information. Further research and experimentation are needed 

to validate the efficacy of the proposed approach and identify 

any potential limitations or drawbacks. 
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