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Abstract
Skin cancer is among the most prevalent malignancies worldwide, and early, 
accurate diagnosis is crucial for improving patient outcomes. Recent advances in 
artificial intelligence (AI), particularly machine learning and deep learning, have 
shown substantial potential to enhance skin cancer detection, classification, and 
prognostic assessment. This review provides a comprehensive synthesis of current 
AI-based approaches for melanoma and non-melanoma skin cancers, highlighting 
methodological innovations and clinical applications. Literature from 2015 to 2025 
was screened from PubMed/MEDLINE, Scopus, IEEE Xplore, and ScienceDirect, 
focusing on peer-reviewed studies reporting AI-driven diagnostic, classification, 
or prognostic outcomes. Deep learning models, especially convolutional neural 
networks, demonstrated high diagnostic performance in image-based skin cancer 
detection, often comparable to experienced dermatologists. AI has also shown 
promise in lesion segmentation, risk stratification, and prognostic modeling. 
However, challenges remain, including class imbalance, underrepresentation of 
darker skin tones, limited external validation, algorithmic opacity, and integration 
into clinical workflows. To enable broader clinical adoption, future research should 
prioritize diverse multicenter datasets, explainable AI systems, multimodal data 
integration, and prospective clinical validation studies. Overall, AI technologies offer 
significant potential to improve the accuracy and efficiency of skin cancer diagnosis 
and prognosis, but their translation into routine dermatological practice requires 
careful attention to reliability, equity, and interpretability.
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1. Introduction
Skin cancer is among the most common malignancies 
worldwide, and its incidence continues to rise because 
of ultraviolet radiation exposure, environmental factors, 
and lifestyle-related influences. Generally, skin cancers 
can be divided into two groups: non-melanoma skin 
cancers, consisting of basal cell carcinoma and squamous 
cell carcinoma, and melanoma, which is less frequent but 
with a disproportionately high mortality rate.1 Recent 
epidemiological studies estimate that millions of new 
non-melanoma skin cancer cases are diagnosed annually, 
whereas most skin cancer-related deaths are attributable to 
melanoma, which has aggressive biological behavior and 
high metastatic potential. Early detection and accurate 
prognosis assessment are of great importance in improving 
the survival and treatment outcomes.2 For example, if 
melanoma is diagnosed early in the disease process, then 
the five-year survival rate is greater than 95%, whereas late-
stage melanoma often becomes resistant to conventional 
therapies, and the prognosis remains poor. 

Despite representing a smaller proportion of total 
skin cancer cases, melanoma accounts for most of the 
skin cancer–related deaths worldwide. In contrast, non-
melanoma skin cancers, primarily basal cell carcinoma and 
squamous cell carcinoma, are markedly more prevalent 
but are associated with substantially lower mortality.3 This 
disparity highlights the aggressive biological behavior 
and metastatic potential of melanoma, underscoring the 
critical importance of early detection and accurate risk 
stratification. Table 1 summarizes global incidence and 
mortality patterns of melanoma and non-melanoma skin 
cancers based on publicly available epidemiological data.4

The traditional diagnostic modalities include clinical 
examination, dermoscopy, histopathology, and, lately, 
molecular profiling. Although these modalities remain 
the clinical standard, they are limited by inter-observer 
variability, subjective image interpretation, and resource 
constraints.5

The increasing incidence of skin cancer worldwide 
requires urgent attention to develop new methods 
of diagnosis and prognosis that can complement the 
conventional methods. Advances in medical imaging, 
digital pathology, and computational analytics have 
enabled the development of AI algorithms that may 
improve diagnostic accuracy, reduce human error, and 
support personalized risk assessment. As AI continues 
to evolve, its application in dermatology and oncology 
has the potential to bring about a paradigm shift in the 
management of skin cancer.8

2. Importance of accurate diagnosis and 
prognosis
Early detection of melanoma, the most aggressive form 
of skin cancer, is critical for improving prognosis. Timely 
diagnosis increases the likelihood of successful treatment 
and may reduce the need for extensive intervention. Early 
detection is associated with less invasive surgery, shorter 
hospital stays, and improved treatment outcomes. Routine 
skin examination and prompt diagnosis are therefore key 
to improving patient outcomes. AI has paved the way for 
the integration of advanced computational methods into 
medical practice and provides additional support for 
diagnosis, prognosis, and treatment planning. In recent 
years, machine learning (ML) and deep learning (DL) 
approaches have been increasingly explored to support skin 
cancer diagnosis, prognostic assessment, and treatment 
planning.9 This growing interest is largely attributable to 
the capacity of AI systems to analyze complex datasets and 
generate clinically meaningful predictions. In this context, 
such systems can support disease detection, prognostic 
assessment, and therapeutic decision-making. Diagnosis 
refers to identifying the presence and type of disease, 
whereas prognosis refers to predicting the likely course 
and outcome of the disease based on available clinical and 
diagnostic information. In skin cancer, ML and DL models 
are of particular interest because early detection is strongly 
associated with improved outcomes and more effective 
treatment.10

Table 1. Global incidence and mortality of melanoma vs. non-melanoma skin cancers

Skin cancer type Estimated annual 
global incidence

Estimated annual 
global mortality

Proportion of total skin 
cancer deaths Key clinical implication

Melanoma6 ~325,000 cases ~57,000 deaths ~75–80% High metastatic potential; early 
detection is critical

Non-melanoma skin 
cancers (BCC + SCC) 7 >5 million cases ~20,000–25,000 deaths ~20–25% High prevalence but generally low 

lethality

Data sources: Global Cancer Observatory, World Health Organization cancer statistics, and recent epidemiological reviews.  
Abbreviations: BCC: Basal cell carcinoma; SCC: Squamous cell carcinoma.
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3. Methods
A structured literature search was conducted to inform 
this narrative review, with the study selection process 
guided by principles from the Preferred Reporting Items 
for Systematic Reviews and Meta-Analyses (PRISMA) 
statement. Relevant studies published between January 
2015 and December 2025 were identified from PubMed/
MEDLINE, Scopus, IEEE Xplore, and ScienceDirect, and 
the findings were synthesized narratively. After the removal 
of duplicate records, titles and abstracts were screened for 
relevance. Full-text articles were subsequently assessed 
against predefined eligibility criteria. Studies meeting the 
inclusion criteria were retained for qualitative synthesis. 
As shown in Figure 1, 1,248 records were identified across 
the databases searched, and 67 studies were ultimately 
included in the review. 

3.1. Inclusion and exclusion criteria

The current review included studies published within 
the period of 2015–2025, in the English language, on 
the application of AI/ML techniques in the diagnosis or 

classification of skin cancer using either clinical images or 
dermoscopic data. Other inclusion criteria were studies 
that presented experimental results, comparative analyses, 
or clinical validation of AI models. The exclusion criteria 
involved non-peer-reviewed articles, studies unrelated 
to dermatology/skin cancer, papers lacking sufficient 
methodological detail, and those whose focus was solely 
on non-human subjects or theoretical models that are not 
empirically validated. 

3.2. Article screening process

A systematic literature search was conducted across four 
major electronic databases, including PubMed/MEDLINE, 
Scopus, IEEE Xplore, and ScienceDirect, covering studies 
published between January 2015 and December 2025. A 
total of 1,248 records were initially identified, of which 276 
duplicate entries were removed, leaving 972 unique records 
for screening. These records were evaluated based on titles 
and abstracts, leading to the exclusion of 781 articles that 
did not meet the predefined inclusion criteria. Following 
this, 191 full-text articles were retrieved and assessed for 

Figure 1. PRISMA flow diagram illustrating the study selection process
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eligibility, with no reports missing or unretrieved. During 
the eligibility assessment, 124 articles were excluded due 
to reasons such as irrelevance to the study objectives, 
insufficient description of artificial intelligence (AI) 
methodologies, or lack of clinically relevant diagnostic 
or prognostic outcomes. Ultimately, 67 studies met all 
inclusion criteria and were included in the final qualitative 
synthesis. No additional studies were identified through 
other sources such as websites, organizational reports, or 
citation tracking. The entire study selection process was 
conducted in accordance with PRISMA guidelines to 
ensure transparency and reproducibility, and is illustrated 
in the PRISMA 2020 flow diagram (Figure 1).

3.3. Data extraction

Data extraction from the included studies was performed 
in a structured and systematic manner. For each eligible 
article, information was collected on the authors and 
year of publication, the primary study objectives, and the 
specific AI task addressed, such as diagnosis, classification, 
segmentation, or prognosis. Additional extracted 
variables included dataset characteristics (data source, 
sample size, and image modality), the type of AI model 
or algorithm employed, and the validation strategy used, 
including train–test splits, cross-validation, or external 
validation approaches. Reported performance metrics—
such as accuracy, sensitivity, specificity, area under the 
receiver operating characteristic curve (AUC), and Dice 
coefficient—were recorded, along with any evidence of 
clinical evaluation or external validation against expert or 
histopathological standards.

3.4. Quality and risk-of-bias assessment

The methodological quality and risk of bias of the included 
studies were assessed using adapted criteria derived 
from the Prediction Model Risk of Bias Assessment 
Tool (PROBAST) and QUADAS-2, specifically tailored 
for AI-based diagnostic and prognostic research. The 
assessment focused on four key domains: data source and 
participant selection, model development and validation 
procedures, outcome definitions and reference standards, 
and the transparency and completeness of statistical 
analysis and reporting. Based on these domains, studies 
were categorized as having low, moderate, or high risk of 
bias. The most frequently identified sources of bias included 
class imbalance within datasets, absence of external or 
multicenter validation, and insufficient reporting of model 
calibration, robustness, or interpretability.

3.5. Data synthesis

Due to methodological heterogeneity across studies in 

terms of datasets, AI architectures, validation strategies, 
and outcome measures, a quantitative meta-analysis 
was not performed. Instead, findings were synthesized 
narratively and comparatively, supported by structured 
tables summarizing key methodological features and 
performance outcomes.

3.6. Artificial intelligence models in skin cancer 
diagnosis and prognosis: A focused synthesis

Rather than providing generic descriptions of ML 
paradigms, recent research has converged on task-specific 
AI implementations for skin cancer, primarily leveraging 
DL-based image analysis. The dominant application area 
is image-based diagnosis, particularly the classification 
of melanoma versus benign lesions using dermoscopic 
and clinical photographs. Across studies, convolutional 
neural networks (CNNs) remain the most widely adopted 
architecture due to their ability to capture hierarchical 
visual features such as asymmetry, border irregularity, 
color variation, and textural heterogeneity—hallmarks of 
malignant skin lesions. Architectures such as Inception-v3, 
ResNet-50/101, DenseNet-121, EfficientNet, and hybrid 
CNN–UNet models are frequently used, often with 
transfer learning from ImageNet to mitigate limited 
dataset sizes. These models are applied not only to binary 
melanoma detection but also to multi-class classification 
encompassing basal cell carcinoma, squamous cell 
carcinoma, benign keratoses, dermatofibroma, and 
melanocytic nevi. Beyond classification, AI models 
have been increasingly applied to lesion segmentation, 
a clinically important preprocessing step that improves 
diagnostic accuracy and enables objective assessment of 
lesion borders and size. Segmentation tasks commonly 
report Dice coefficients between 0.80 and 0.90, particularly 
when CNN-based architectures such as UNet or DeepLab 
variants are employed. In contrast, prognostic applications 
of AI in skin cancer remain comparatively limited. Existing 
studies primarily explore risk stratification or recurrence 
prediction using imaging features combined with clinical 
metadata. Few models incorporate longitudinal outcomes 
such as progression-free survival, metastatic risk, or 
response to immunotherapy, highlighting a major gap 
between diagnostic performance and meaningful clinical 
endpoints.

This review focuses on clinical applicability, validation, 
and translational relevance of AI systems in skin cancers, 
rather than reintroducing basic theoretical descriptions of 
established ML classifiers. Emphasis is placed on clinical 
implementation, comparative performance of these 
models, and major challenges regarding generalizability, 
interpretability, fairness, and clinical applicability of these 
models. 
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Recent state-of-the-art (SOTA) literature on skin 
cancer reveals an overwhelming predominance of CNN 
architecture, as expected from its superior capability in 
automated feature extraction and high-performance image 
classification. Early works were conducted mostly under the 
umbrella of conventional ML approaches, such as support 
vector machines (SVMs), random forests, and k-nearest 
neighbors (kNNs), highly dependent on handcrafted 
feature engineering. As larger annotated datasets became 
available and computational power increased, the field 
shifted toward DL approaches, especially CNN-driven 
architectures, often achieving higher accuracy and AUC 
values in benchmark datasets. More recently, prognostic 
modeling has come into focus, as well as multimodal AI 
systems incorporating dermoscopic images with clinical 
metadata, histopathology, and longitudinal data. This 
represents the transition of research interest from proof-
of-concept diagnostic tools to clinically meaningful, 
explainable, and translationally relevant AI frameworks in 
dermatologic oncology. 

3.7. Datasets and generalizability

Most AI studies in dermatology rely on a small number 
of publicly available datasets, notably ISIC, HAM10000, 
PH2, and Derm7pt. While these datasets have enabled 
benchmarking and rapid algorithm development, they 
suffer from class imbalance, overrepresentation of lighter 
skin tones, and limited geographic diversity. As a result, 
many high-performing models demonstrate strong 
internal validation yet lack robustness when applied to 
external cohorts.

Emerging datasets derived from three-dimensional 
(3D) total body photography and longitudinal imaging 
offer promising avenues for monitoring lesion evolution 
and predicting disease progression; however, their use 
remains limited to a small number of exploratory studies.

3.8. Model performance and clinical validation

Reported diagnostic performance is consistently high, 
with many CNN-based systems achieving accuracies 
above 90% and AUC values between 0.91 and 0.96. 
Several landmark studies have demonstrated performance 
comparable to, or exceeding, that of experienced 
dermatologists under controlled conditions. However, 
only a minority of studies include external validation, 
prospective testing, or head-to-head clinical evaluation, 
limiting conclusions about real-world effectiveness.11

Importantly, high accuracy alone is insufficient for 
clinical adoption. Sensitivity for melanoma detection, 
robustness across skin types, interpretability of predictions, 
and impact on clinical decision-making (e.g., biopsy 

reduction, earlier diagnosis) are increasingly recognized as 
critical endpoints.12

Artificial intelligence has emerged as a disruptive 
power in almost every field of human activity, and medical 
diagnosis is no exception. In dermatology, AI applications 
have received growing attention, and developments have 
occurred in computerized management and skin condition 
diagnosis. Early diagnosis and detection of skin lesions, 
including melanoma and other skin cancers, are essential 
for improved patient outcomes and early action.13

In ML, a branch of AI, computer programs learn 
from data rather than being programmed with explicit 
decision rules. ML methods can be broadly categorized 
as supervised, unsupervised, and semi-supervised 
approaches. In supervised learning, models are trained 
on labeled datasets, where input data are paired with 
corresponding correct outputs, enabling the model to 
learn mappings through iterative optimization. In contrast, 
unsupervised learning involves analyzing unlabeled 
data, allowing models to identify underlying patterns, 
structures, or relationships without prior knowledge of 
the correct answers. Semi-supervised learning combines 
both labeled and unlabeled data, leveraging the strengths 
of each to improve learning efficiency and performance, 
particularly when labeled data are limited. DL is a subset of 
ML that uses multilayered deep neural networks (DNNs), 
each capable of identifying and learning different features 
specific to the dataset. An artificial neural network (ANN) 
is a computational model inspired by biological neural 
networks.14 

A basic feed-forward neural network is the simplest 
form of ANN, consisting of input, hidden, and output 
layers through which information passes sequentially. Such 
networks may contain multiple hidden levels. CNNs are a 
type of deep feed-forward ANN commonly used for image 
analysis. CNNs consist of convolutional and pooling layers 
that enable hierarchical feature extraction from images.15

4. Artificial intelligence, machine learning, 
and deep learning: A high-level overview 
for non-experts
Artificial Intelligence is a broad term used to describe 
computer systems that are designed to perform tasks that 
typically require human intelligence, such as recognizing 
patterns, making decisions, or learning from experience. 
In the context of healthcare, AI aims to assist clinicians 
by analyzing large volumes of medical data and providing 
decision support, rather than replacing human expertise. 
For skin cancer, AI systems can help analyze images of 
skin lesions, identify suspicious patterns, and support early 
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diagnosis.16

Machine learning is a subset of AI that enables 
computers to learn from data without being explicitly 
programmed with fixed rules. Instead of following 
predefined instructions, ML algorithms identify patterns 
by being trained on examples. For instance, in skin cancer 
diagnosis, ML models learn from thousands of labeled 
skin images (benign or malignant) and gradually improve 
their ability to classify new, unseen lesions. This data-
driven learning approach makes ML particularly useful in 
medical imaging, where visual patterns may be subtle and 
complex.17

Deep learning is a specialized subset of ML that uses 
multilayered ANNs inspired by the human brain. These 
models automatically learn increasingly complex features 
from raw data, such as edges, shapes, colors, and textures 
in skin lesion images.18 CNNs, a commonly used DL 
architecture, are especially effective for image-based tasks 
and have shown diagnostic performance comparable to 
that of experienced dermatologists in several studies. 
Unlike traditional methods that rely on manually selected 
features, DL systems can independently discover clinically 
relevant patterns, making them highly suitable for skin 
cancer detection and prognosis.19

From a clinical perspective, the distinction between AI, 
ML, and DL can be viewed as a hierarchy: AI represents the 
overall goal of intelligent decision support, ML provides the 
learning mechanism from medical data, and DL enables 
highly accurate image interpretation. Together, these 
technologies offer powerful tools to enhance diagnostic 
accuracy, reduce inter-observer variability, and support 
timely clinical decision-making in dermatology.20

5. Objectives of the current review
This review aims to synthesize the current literature on 
AI-based skin cancer diagnosis and prognosis, compare 
commonly used datasets and model classes, and identify 
key gaps, particularly in prognostic modeling, fairness, 
external validation, teledermatology, and regulatory 
considerations. This review also aims to highlight the 
strengths and limitations of previous approaches and to 
identify priorities for future research in AI-based skin 
cancer diagnosis and prognosis. Unlike prior reviews, this 
study emphasizes prognostic AI models, teledermatology 
applications, fairness across skin types, and regulatory 
considerations, highlighting areas critical for clinical 
translation.

6. Research gap of the review article
Although AI research in dermatology has expanded 
substantially, there remain major limitations in the 

current body of research. One major limitation is that 
most studies on AI systems have focused on classification 
tasks, particularly melanoma-versus-benign lesion 
discrimination using dermoscopic images. While there 
have been major advancements using DL networks, there 
has been less focus on prognostic AI systems, including 
systems used as predictors for recurrence, metastasis, 
treatment response, or disease evolution. 

Another important gap is the limited use of longitudinal 
outcome modeling. Most of the existing AI-based studies 
rely on cross-sectional image datasets and retrospective 
test–train splits, whereas time-dependent prediction, 
follow-up imaging, and survival analysis remain 
underexplored. 

Furthermore, the development of fairness-aware 
AI systems is also an understudied area. In the existing 
datasets, lighter Fitzpatrick skin tones and lesion categories 
are over-represented, which can lead to algorithmic bias 
and decreased model performance in diverse populations. 
In addition, rare categories and darker skin tones are 
poorly represented. Despite a greater awareness of these 
problems, only a small number of studies examine model 
performance across different groups and incorporate 
bias mitigation. Similarly, other gaps range from 
inadequate external validation, especially across various 
cohorts, to limited prospective clinical trials, inadequate 
standardization of imaging, annotation, and explainability, 
among others. Furthermore, regulatory considerations and 
workflow harmonization have been insufficiently explored. 
While prior reviews have shown significant concentration 
on applications of AI, mainly with regard to the accuracy 
of various algorithms for diagnosing melanoma, the 
review is unique owing to the focus on the development 
of prognostic models, validation, fairness, and clinical 
integration, among other aspects. 

7. Current status of diagnosis and 
prognosis for skin cancer
Skin cancer comprises a heterogeneous group of lesions, 
including melanoma and non-melanoma skin cancers, 
some of which can be life-threatening. Early diagnosis 
remains essential for improving patient outcomes. Current 
diagnostic approaches include clinical examination, 
dermoscopy, histopathology, and non-invasive imaging 
techniques. In addition, modern technologies such as deep 
learning, particularly convolutional neural networks, are 
increasingly being explored as adjunctive AI-based tools 
to support diagnosis.21 These modalities are used to detect, 
characterize, and confirm skin cancer, which arises from 
the uncontrolled proliferation of abnormal skin cells, often 
associated with accumulated genetic damage. Skin lesions 
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may be broadly categorized as benign, pre-malignant, 
or malignant according to their biological behavior and 
histopathologic features.22

Benign lesions do not invade or metastasize, whereas 
malignant lesions can invade surrounding tissues and 
spread through lymphatic or hematogenous routes. 
Malignant skin lesions include melanoma and non-
melanoma skin cancers. Because melanoma is associated 
with substantial mortality, numerous DL-based 
classification methods have been developed to support its 
early detection. Challenges such as image noise, irregular 
lesion boundaries, and variability in image size and quality 
have driven the development of ML-based approaches 
for lesion detection and classification.23 A third category 
comprises pre-malignant lesions, which contain abnormal 
cells that are not yet malignant but have the potential to 
progress to cancer. These lesions can be difficult to classify 
because annotated image datasets are limited and because 
some lesions show overlapping clinical or histopathologic 
features. For example, actinic keratosis is generally regarded 
as a pre-malignant lesion with potential to progress to 
squamous cell carcinoma.24

8. Artificial intelligence algorithms used for 
skin cancer detection 

Artificial intelligence has increasingly been integrated 
into skin cancer research to support diagnosis, prognosis, 
and treatment-related decision-making. Recent studies 
have applied both DL and ML approaches to improve early 
detection, lesion classification, and risk assessment. These 
systems can analyze complex clinical and imaging data 
to assist in disease detection, diagnostic assessment, and 
treatment planning.25 While diagnosis involves assessing 
the patient’s current condition, prognosis involves 
predicting the likely disease course and clinical outcome 
based on available clinical and diagnostic information. AI 
systems have shown potential to support earlier and more 
accurate detection in some controlled settings, but broader 
clinical validation remains necessary. In skin cancer 
research, such models are of growing importance because 
early detection is strongly associated with more effective 
treatment and better outcomes. As shown in Figure 2, 
several ML algorithms have been applied to the detection 
and classification of skin lesions.26

9. Artificial neural networks 
Artificial neural networks are among the earliest ML 
models applied in medical diagnosis. In dermatology, 
ANNs have been utilized for skin-lesion classification and, 
less commonly, for outcome prediction for non-melanoma 
and melanoma-related conditions based on clinical, 

demographic, and imaging variables. Variables used for 
ANNs have ranged from characteristics of skin lesions 
(color, border irregularity, diameter) to demographic, 
comorbidity, and treatment-related factors.27

The preliminary ANN-based investigations revealed 
promising results for binary and multi-class classification 
of skin lesions, with sensitivity rates ranging from 86% to 
88%, specificity rates ranging from 62% to 63%, and overall 
accuracy rates from 80% to 88%. Such results position 
the ANN models as powerful tools to aid clinicians with 
risk stratification of lesions, especially when employed 
alongside logistic regression or other feature-engineered 
models. Beyond image classification, ANNs have also 
been explored for risk stratification, outcome prediction, 
and structured-data analysis, because their architecture 
can integrate heterogeneous inputs such as clinical 
measurements, treatment variables, and healthcare-
utilization data.28

Nevertheless, conventional feed-forward neural 
networks rely heavily on manually engineered features and 
generally scale less effectively than SOTA DL models. As 
annotated image databases grew, convolutional neural nets 
started to surpass conventional ANN models with respect 
to sensitivity and specificity, especially for melanoma 
image detection. Therefore, despite the core foundation for 
AI-based dermatological research emanating from ANN 
concepts, contemporary analysis on skin cancer research 
has shifted toward deep CNNs because of their superior 
feature-learning capacity.29 

9.1. Conventional machine learning methods in 
early skin cancer classification

Early AI studies in skin-cancer diagnosis utilized 
conventional ML classifiers such as Naïve Bayes, decision 
trees, KNNs, k-means clustering, random forests, and 
SVMs. These approaches typically relied on handcrafted 
features derived from lesion asymmetry, border irregularity, 
colors, diameter, texture, and shape.30 

These traditional ML models have shown reasonable 
diagnostic performance in small- to moderate-sized 
datasets. The accuracies reported were generally between 
70% and 92%, depending on dataset size, feature quality, 
and validation strategy. Ensemble methods such as 
random forests may improve performance by reducing 
overfitting, whereas SVM-based systems have shown good 
discrimination in some melanoma-classification tasks. 
Naïve Bayes models had lower computational complexity 
but relatively low sensitivity for the detection of malignant 
lesions. Clustering techniques such as k-means and fuzzy 
c-means were used mostly during lesion segmentation and 
data preprocessing rather than the actual final diagnosis.31 
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Despite the apparent success of the models, several 
shortcomings were observed. Model performance 
depended heavily on handcrafted feature engineering. The 
models’ performance was further constrained in terms of 
generalization, considering the small number of samples 
within the dataset. Lastly, the models rarely involved any 
form of validation. Notably, however, when the volumes of 
the datasets and diversity of the images increased, CNNs 
generally outperformed these models since they learned 
features from the raw images.32 

10. Deep learning techniques for the 
identification of skin cancer
Deep learning is a component of ML, a subfield of AI. 
DL models, made up of layers of ANNs that learn from 
enormous amounts of data, are based on the anatomy 
and physiology of the human brain. DL models are very 
advantageous in domains such as image identification, 
speech processing, and natural language processing, since 
they can automatically learn the extraction of patterns and 
features from raw data.33

In skin-lesion analysis, particularly melanoma 
detection, DL models are highly successful. They can be 
used, for instance, to scan medical images, including 

dermoscopic pictures of skin lesions. These models learn 
from large amounts of data, which are labeled images 
indicating whether lesions are benign or malignant. Upon 
training, the DL models can classify novel, unseen pictures 
with high precision, frequently reporting diagnostic 
accuracy akin to expert dermatologists. DL has improved 
skin cancer identification by allowing the models to 
extract intricate patterns within medical images for early 
and correct diagnosis. Due to their enormous image 
processing capabilities, CNNs are now the most advanced 
learning algorithms employed for skin cancer diagnosis.34 
Various DL approaches have been employed in skin cancer 
detection (Figure 3). 

10.1. Recurrent neural networks
Recurrent neural network (RNN)-based models have had 
limited use in skin cancer diagnosis because dermoscopic 
analysis is primarily image-based rather than sequential. 
When used, RNNs are typically incorporated into hybrid 
architectures, often alongside CNN-derived features, to 
model dependencies among extracted representations. 
Bidirectional long short-term memory (LSTM) variants 
have also been explored in combined models to improve 
classification performance. Using hybrid models combined 
with optimization techniques, for example, has yielded a 

Figure 2. Machine learning algorithms for skin cancer detection. Image created by the authors using CorelDRAW software.  
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higher diagnostic accuracy than using a single model alone. 
In other studies, descriptions of texture, for instance, gray 
level co-occurrence matrices, have been combined with 
CNN outcomes and then filtered using RNN layer models, 
strengthening the classification. However, dataset size 
remains a limiting factor for RNN-based models, making 
them less common than CNN-based approaches.35 

10.2. Deep Boltzmann machines

Deep Boltzmann machines have been explored for skin-
lesion classification through probabilistic feature learning. 
Multimodal deep Boltzmann machine frameworks have 
also been investigated for integrating imaging or other 
data types in oncology. In dermoscopic applications, 
restricted Boltzmann machine-based pipelines have been 
proposed for segmentation and classification. However, 
these models are now used less frequently because they 
are computationally complex and have generally been 
surpassed by CNN-based systems in scalability and 
performance.36 

10.3. Deep autoencoders

Deep autoencoders have mainly been used for feature 
reconstruction, dimensionality reduction, and mitigation 
of class imbalance in dermatologic datasets. Stacked 
autoencoder frameworks have been incorporated into 
melanoma detection pipelines, typically after preprocessing 
and alongside CNN-based feature extraction. Comparative 

studies have evaluated autoencoder-based approaches 
against architectures such as VGG19-UNet, ResNet50-
UNet, MobileNetV2-UNet, DenseNet, and related systems. 
Their performance can be promising, but it remains highly 
dependent on careful parameter tuning and becomes 
increasingly difficult to optimize at scale.37 

10.4. Long short-term memory

Long short-term memory models and related variants have 
been explored for sequential or temporal dermatologic 
data, including longitudinal risk modeling and disease 
progression analysis. Some studies have combined 
LSTM-based architectures with optimization algorithms, 
including hybrid squirrel butterfly search optimization, 
achieving greater precision and significance in various 
dermatologic classification tasks. Convolutional LSTM 
variants have been examined in broader spatiotemporal 
oncology settings. LSTM-based approaches remain much 
less common in skin cancer diagnosis than CNN-based 
models.38 

10.5. Deep neural networks

General DNNs have also been applied to binary and 
multiclass classification of biopsy-confirmed skin 
lesions, including melanoma, seborrheic keratosis, and 
keratinocytic lesions. Several studies have reported 
performance comparable to that of expert dermatologists 
under controlled conditions.39 Two-stream DNNs 

Figure 3. Deep learning algorithms for skin cancer detection. Image created by the authors using CorelDRAW software. 
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that integrate complementary feature types have also 
improved discrimination between benign and malignant 
melanocytic lesions. Nonetheless, these models remain 
sensitive to dataset diversity and image quality, and their 
generalizability in clinical settings remains uncertain.40 

10.6. Deep belief networks

Deep belief networks have been investigated for automated 
lesion detection and melanoma classification. A typical 
DBN-based dermoscopic pipeline includes preprocessing 
(using a filter such as a Gaussian filter), segmentation (using 
a technique such as k-means clustering), and classification 
stages, followed by fine-tuning of the network. Although 
DBNs have shown promising results over traditional 
techniques such as handcrafted features, their performance 
has generally lagged behind that of CNN-based methods.41 

10.7. Convolutional neural networks

Convolutional neural networks remain the dominant 
architecture for skin cancer image analysis. They have been 
widely applied for the classification of melanoma, basal cell 
carcinoma, squamous cell carcinoma, and actinic keratosis. 
Reported performance on datasets such as ISIC and 
HAM10000 is often above 90% average accuracy, although 
it varies according to class balance, preprocessing, and 
validation design. Transfer learning, data augmentation, 
ensembling, and the incorporation of clinical metadata 
have further improved performance. Hybrid approaches, 
such as CNN+ECOC-SVM classifiers, and tuning the 
architecture, including learning rate, depth, and image 
resolution, allowed for further improvements in sensitivity 
and specificity. In several benchmark studies, CNN-based 
systems performed comparably to dermatologists.42 

10.8. Deep reinforcement learning

Deep reinforcement learning has been explored mainly 
for lesion segmentation rather than primary diagnosis. 
Progressive refinement frameworks trained on ISIC and 
HAM10000 datasets have shown potential for improving 
boundary delineation in irregular lesions. Reinforcement 
learning-based systems may be useful for segmenting 
small or morphologically complex lesions; however, these 
approaches remain far less established than CNN-based 
segmentation models.43 

10.9. Extreme learning machine

Extreme learning machines have been incorporated in 
hybrid DL frameworks for skin-lesion classification. 
In some studies, ELM-based classifiers can achieve an 
accuracy of greater than 93% in certain situations with the 
integration of transfer learning-based feature extraction 
methods, including SqueezeNet and DenseNet. ELM-

based methods may converge faster than some traditional 
DNNs and may perform well in imbalanced datasets when 
combined with appropriate feature-extraction strategies. 
The integration of clinical data with images of skin lesions 
proves effective.44 

11. Performance metrics in artificial 
intelligence-based skin cancer studies
Artificial intelligence studies in skin cancer commonly 
report multiple performance metrics, including accuracy, 
sensitivity, specificity, AUC, F1-score, and the Dice 
coefficient for segmentation tasks. Each metric provides 
distinct information: sensitivity reflects the algorithm’s 
ability to correctly identify malignant lesions, specificity 
measures correct identification of benign lesions, and 
AUC summarizes overall discriminative performance. The 
F1-score balances precision and recall, particularly useful 
in datasets with class imbalance, while the Dice coefficient 
quantifies the overlap between predicted and ground-truth 
lesion boundaries. Understanding these metrics is crucial, 
as reliance on a single measure, such as accuracy, can be 
misleading, particularly in datasets where malignant 
cases are less frequent. Clinicians and researchers should 
interpret AI performance holistically, considering multiple 
metrics alongside clinical relevance.45

To better illustrate the range of AI methods used in skin 
cancer research, Table 2 summarizes representative studies 
using both traditional ML algorithms and SOTA models 
using DL architectures. Typically, traditional supervised 
ML methods, such as SVMs, random forests, kNN, Naïve 
Bayes, and decision trees, generally rely on handcrafted 
features (e.g., ABCD criteria of dermoscopic features, 
texture, and color). By contrast, SOTA DL methods, such 
as CNNs, learn directly from image pixels and therefore 
reduce reliance on manual feature extraction. Additional 
approaches, including RNNs, LSTM networks, DBNs, 
autoencoders, reinforcement learning, and ELM-based 
hybrids, have also been investigated for tasks such as 
segmentation, temporal modeling, and multimodal 
analysis. Emerging work on explainable AI aims to improve 
transparency, trust, and clinical usability.46 

Overall, Table 2 shows that CNN-based DL systems 
dominate recent studies because of their strong 
representation learning for image data, although traditional 
ML models remain useful in smaller datasets. Ensemble 
methods may improve robustness, and segmentation-
focused architectures can enhance downstream 
classification by improving lesion-boundary delineation. 
However, relatively few studies integrate explainability, 
external validation, or prognostic modeling, indicating an 
unaddressed research gap. Thus, Table 2 illustrates not only 
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the reported performance metrics of these systems but also 
the methodological diversity and translational potential of 
current AI applications in dermatologic oncology. 

12. Future perspectives and challenges
The use of AI in the diagnosis of skin cancer is an area that 
is growing rapidly, and although it is very promising, there 
are also enormous challenges that need to be met. The 
following are some of the key future trends and challenges 
in the application of AI in this field. AI algorithms, 
particularly DL models, have shown promise for image-
based skin-cancer detection. Future systems will see even 
better algorithms that will be able to rival or even surpass 
the accuracy of human dermatologists. This will ensure 
that the detection of the disease in its early stages becomes 
more consistent, which is the only way the treatment of the 
disease will be improved. The widespread use of cameras 
in smartphones and wearables offers the opportunity for 
the real-time application of AI in the detection of skin 
cancer.55 AI-powered applications may allow users to 
capture standardized skin images and receive preliminary 
risk assessments, which could support earlier referral. AI 
can also be applied to embed skin cancer detection in the 
routine healthcare setup so that its detection becomes a 
standard checkup. AI-powered automated systems can 
also be installed in clinics, dermatology clinics, or even 
general practitioners’ offices to quickly check skin lesions 
for further testing or biopsy needs. AI can also contribute 
not only to detecting skin cancer but also to developing 
personalized treatment protocols. AI would identify the 
pattern and thus be able to tell what the most promising 
treatments of a patient would be according to individual 
patient characteristics and tumor type, and therefore 
maximize the effectiveness of the treatment in general.56 
AI may facilitate teledermatology triage, allowing 
dermatologists to remotely assess skin lesions received by 
way of photo or video transmission from patients. This 
would be especially helpful for underprivileged or rural 
areas where access to specialists may be limited, enhancing 
access to timely care. AI models rely substantially on large, 
high-quality training datasets. Most datasets, however, 
remain small and not very diverse, resulting in the risk of 
biased models that might not work as well across various 
populations, skin tones, or ethnicities. The absence of 
diverse data might result in reduced accuracy in minority 
populations, particularly among individuals with darker 
skin tones, where melanoma is more difficult to identify.57

Artificial intelligence systems, especially DL systems, 
are often referred to as “black boxes” because they give very 
little information on how they decide. Patients and medical 
professionals who must rely on the system’s output suffer 
from this lack of interpretability. Explainable AI systems 

will be needed to improve transparency and clinician 
trust. As AI becomes more pervasive in the medical field, 
it will also have to comply with regulations and standards 
set by medical professionals. However, there is still a lot of 
work that needs to be done in order to ensure that these 
systems are secure and trustworthy, while also taking into 
consideration patient consent, privacy, and the possibility 
of error.58 A model of AI that is trained on a single set, such 
as cases from a single hospital or region, will not generalize 
well to other regions. Skin cancer detection models will 
have to be robust enough to reach their intended level of 
performance without compromising in other geographic 
locations, healthcare systems, and populations. In order to 
effectively incorporate AI into the practice of healthcare, 
it must be incorporated seamlessly and with integrity into 
the practice of dermatologists and healthcare professionals. 
This remains challenging because clinical workflows 
prioritize efficiency and minimal disruption.59

Health AI needs large amounts of patient data for 
training and deployment. It is imperative to ensure that 
the data is stored and handled in a secure manner, as per 
the laws of the jurisdiction concerning privacy, such as 
the Health Insurance Portability and Accountability Act 
of 1996. Data breaches and misuse could be detrimental 
to the adoption of AI technologies by patients. Although 
AI has the ability to democratize healthcare, costs could 
be a factor to be taken into consideration, particularly 
in resource-poor settings. The training, deployment, 
and upkeep of AI systems are rather expensive; hence, 
the deployment of these systems to the majority of the 
population, especially in the healthcare system, will be 
an investment. AI has great potential in the future of skin 
cancer diagnosis, as it has the potential to revolutionize 
early diagnosis, treatment, and access to healthcare. 
There is a need to address the challenges of data diversity, 
explainability, regulatory issues, and clinical workflow 
integration. With technological advancements, these 
challenges could be addressed, and there would be greater 
adoption with improved patient outcomes.60

Artificial intelligence in skin cancer diagnosis is expected 
to progress through improved algorithms, data integration, 
and clinical validation. Future systems will increasingly 
adopt multimodal AI, combining dermoscopic and 
clinical images with histopathology and patient metadata 
to improve diagnostic and prognostic performance. The 
integration of AI with tele-dermatology may enable early 
screening and triage, particularly in resource-limited 
settings. Research is also shifting toward personalized risk 
stratification, allowing prediction of disease progression 
and treatment outcomes.61 The development of explainable 
AI is essential to enhance clinician trust and clinical 
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adoption. Finally, large-scale multicenter prospective 
validation across diverse populations remains critical for 
ensuring generalizability, regulatory approval, and real-
world implementation. Future research should focus on 
developing prognostic AI models, integrating AI with 
teledermatology for broader access, ensuring dataset 
diversity to mitigate bias, and aligning AI development 
with regulatory standards to facilitate clinical adoption.62

13. Recent developments in the diagnosis 
and prognosis of skin cancer
AI techniques that use image analysis can reliably classify 
skin cancer. These algorithms have the potential to be 
deployed either autonomously in controlled settings or 
as clinician-support tools, and skin cancer diagnosis 
can be aided by the use of DL models. These models 
can be employed in telemedicine screening devices or 
Smartphone apps. Skin cancer diagnosis accuracy can 
be improved using computer-aided diagnostic (CAD) 
algorithms. CAD algorithms incorporate ML models, 
algorithms, and data acquisition from automated 
equipment. Near-infrared light is used in optical coherence 
tomography (OCT) to create skin images of high quality. 
OCT is used to diagnose and evaluate the margins of 
skin cancers. Reflectance confocal microscopy produces 
high-resolution skin pictures by using near-infrared light. 
Immune checkpoint inhibitors have greatly influenced the 
survival of individuals with melanoma. Dermoscopy is an 
imaging method that observes skin lesions in real-time 
using a high-magnification lens. Dermoscopic images are 
usable in AI research.63

14. Recent advancements in artificial 
intelligence
Recent breakthroughs in AI, including DL, multimodal 
modeling, and explainable AI frameworks, have profoundly 
influenced various aspects of biomedical science. Apart 
from dermatology, AI possesses incredible transformative 
potential in areas like climate modeling, neurodegenerative 
disease prediction, precision medicine, and intelligent 
healthcare systems. The various breakthroughs in AI could 
be viewed as a shift from traditional rule-based computation 
towards adaptive intelligent systems. It is worth noting 
that breakthroughs in computational efficiencies, transfer 
learning, self-supervised learning, and large-scale dataset 
training allow AI systems to process medical information 
with even higher reliability.64

In dermatology, these technological advances have 
closely paralleled the development of AI-based skin-cancer 
diagnostic systems. In skin-cancer diagnostics systems, 
deep CNNs, which have proven to be effective in the 

recognition of natural images, have been further developed 
to become efficient in dermoscopy and clinical image 
analysis. Moreover, the development and availability of 
advanced AI architectures, such as vision transformers and 
other DNN models, have been incorporated, showing the 
integration of different features. In addition, multimodal 
systems that combine clinical images, dermoscopic images, 
and patient information reflect a shift from image-only 
classification toward broader risk assessment.65 

A particularly significant advancement observed in the 
domain of AI for the field of dermatology is the emergence 
of so-called explainable AI, or XAI, in short. As the 
complexity of DL models rose, so did the concern regarding 
the so-called “black box” phenomenon of prediction 
modeling. Interpretability techniques such as gradient-
weighted class activation mapping, saliency maps, Shapley 
Additive exPlanation values, and attention maps have thus 
far been introduced in the broader domain of AI for the 
field of dermatology. As a matter of fact, explainability is 
increasingly regarded as essential in the domain of AI. 
Additionally, the translational AI frameworks themselves 
are increasingly emphasized.66 Thus, it is not just enough 
to aim for high internal accuracy metrics, but recent 
research has highlighted the need for external validation, 
multicentric dataset training, fairness to different skin types, 
and conformance to regulations. The AI algorithms are 
now designed to be integrable with the clinical workflows, 
allowing teledermatology, screening using smartphone 
devices, and incorporation within the electronic health 
record systems, which clearly indicate a paradigm shift 
in the field from experimental algorithm development 
approaches toward implementation science. These recent 
advances in AI collectively demonstrate the intersections 
between methodology, interpretability, and translation. In 
terms of skin cancer diagnosis and prognosis, what do the 
recent trends in AI suggest about the future of AI in this 
domain? They imply high performance, interpretability, 
fairness, and translatability to different clinical settings.67 

15. Publicly available datasets and their 
challenges 
A key requirement for AI-based skin-cancer systems for 
diagnosis and prognosis is access to large, diverse, and 
well-annotated image datasets. Publicly available data 
has considerably contributed to the training, validation, 
and benchmarking processes of the AI algorithms in 
dermatology. Prominent datasets in this area include the 
International Skin Imaging Collaboration (ISIC) archive, 
HAM10000, PH2, and Derm7pt, providing a wide variety 
of dermoscopic and clinical images of pigmented and non-
pigmented skin lesions. These datasets form the foundation 
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for DL model development that can classify benign and 
malignant lesions with performance at the expert level.68

Recent efforts further extend the publicly available 
datasets. SLICE-3D is a dataset comprising more than 
400,000 skin lesion image crops from 3D total body 
photography (TBP), which provides an important resource 
for lesion detection and longitudinal monitoring. Similarly, 
BCN20000 is a dataset of dermoscopic images captured “in 
the wild,” reflecting natural variations due to acquisition 
conditions, illumination, and patient demographics. More 
recently, a dataset of skin region images extracted from 
3D TBP was introduced to support lesion detection and 
segmentation, offering another large-scale benchmark 
for automated analysis.69 Despite this importance, these 
datasets still face several persistent challenges that limit 
generalizability and clinical translation of AI models, such 
as class imbalance, where malignant lesions are highly 
under-represented compared to benign nevi, and biased 
model performance toward the majority class. Variations 
in image quality and resolution, and different acquisition 

devices, introduce noise and inconsistency, as mentioned 
in Table 3. A further lack of standardization in annotation 
protocols and metadata complicates cross-dataset training 
and evaluation. Furthermore, rare lesion types, such 
as Merkel cell carcinoma or amelanotic melanoma, are 
absent, impeding the establishment of robust AI tools for 
comprehensive skin cancer screening.70

Future dataset curation should therefore prioritize 
multi-institutional collaboration, inclusion of diverse 
skin tones, and standardized metadata to improve 
reproducibility and fairness in AI model development. 
Integration of 3D total body imaging and longitudinal 
follow-up data represents a promising direction for 
enabling early detection, personalized risk assessment, and 
disease progression modeling. Despite their widespread 
use, these datasets suffer from limitations such as class 
imbalance, underrepresentation of darker skin tones, and 
variability in acquisition protocols, underscoring the need 
for more diverse, standardized, and longitudinal datasets 
for clinically robust AI models.78

Table 3. Summary of major publicly available skin cancer datasets used in artificial intelligence research

Dataset name Image modality Sample size Lesion types covered Key limitations

ISIC Archive 
(International 
Skin Imaging 
Collaboration)71

Dermoscopic (some 
clinical images)

>70,000 images 
(ongoing 

expansion)

Melanoma, nevus, basal cell carcinoma, 
squamous cell carcinoma, benign 

keratoses, vascular lesions

Class imbalance with fewer 
malignant cases; limited 

metadata consistency across 
releases

HAM1000072 Dermoscopic 10,015 images

Melanoma, melanocytic nevi, basal 
cell carcinoma, actinic keratosis, 

benign keratosis, vascular lesions, 
dermatofibroma

Overrepresentation of lighter 
skin tones; single geographic 

source

PH2 Dataset73 Dermoscopic 200 images Melanoma, atypical nevi, common nevi Small sample size; limited lesion 
diversity

Derm7pt74 Dermoscopic + 
clinical metadata 1,011 images Melanoma, nevi, basal cell carcinoma, 

other pigmented lesions
Limited dataset size; primarily 
focused on pigmented lesions

DermNet75

Clinical images ~23,000 images Wide range of skin diseases including 
melanoma and non-melanoma cancers

Variable image quality; weak 
annotation standardization

BCN2000076 Dermoscopic ~19,000 images Melanoma, nevi, keratoses, basal cell 
carcinoma

Images captured “in the wild”; 
annotation variability

SLICE-3D/TBP-derived 
datasets69

3D total body 
photography

>400,000 image 
crops

Longitudinal lesion monitoring (multiple 
lesion types)

Limited public availability; 
high storage and computational 

demands

ISIC 2018 Challenge 
Dataset77 Dermoscopic 2,594 images Melanoma, nevus, seborrheic keratosis

Designed primarily for 
benchmarking; limited real-

world diversity
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16. Limitations and challenges
Artificial intelligence has shown remarkable potential for 
the diagnosis and prognosis of skin cancer, yet several 
limitations and challenges must be addressed to ensure 
clinical translation. A primary limitation is the lack of 
standardized and diverse datasets. Many AI models are 
trained on small, geographically limited datasets, often 
overrepresenting lighter skin types, while rare lesion 
types and darker skin tones remain underrepresented. 
This leads to bias and reduced generalizability across 
populations. Moreover, heterogeneity in image acquisition, 
annotation standards, and dermoscopic equipment further 
complicates reproducibility and benchmarking.

Another key challenge is interpretability.79 DL models 
often act as “black boxes,” providing predictions without 
clear explanations, which can undermine clinician trust and 
hinder adoption. In addition, regulatory barriers, ethical 
concerns, and data privacy issues pose significant obstacles. 
Questions regarding accountability for AI-assisted 
misdiagnosis, adherence to regional regulations, and 
integration with patient consent and privacy frameworks 
must be carefully managed. Clinical integration also 
remains a challenge. AI tools must seamlessly fit into 
existing workflows without disrupting clinicians’ routines, 
while providing clear decision-support outputs. High 
development and deployment costs further limit access, 
particularly in resource-constrained settings. These issues 
collectively slow the adoption of AI in dermatology, despite 
its success in research environments.80

Key priorities include dataset diversification and 
standardization, incorporating multimodal data such 
as dermoscopic images, clinical photographs, 3D total 
body imaging, histopathology, and relevant clinical 
metadata (e.g., age, genetic predisposition, and medical 
history). Explainable AI is essential to enhance trust and 
interpretability, while large multicenter prospective studies 
are required to establish generalizability and support 
regulatory approval. Integration with teledermatology 
and personalized medicine may further expand the 
clinical utility of AI by enabling remote screening, risk 
stratification, and tailored treatment recommendations, 
particularly in under-resourced or rural settings. Another 
critical priority is ensuring robustness and fairness by 
developing models that perform accurately across diverse 
skin types, demographics, and healthcare systems, thereby 
reducing algorithmic bias.81

17. Challenges and barriers in clinical 
artificial intelligence for skin cancer
Notwithstanding the promising advances in AI for 
diagnosis and prognosis in skin cancer, several barriers 

remain to routine clinical implementation.

17.1. Data quality and standardization

Large, diverse, and high-quality datasets are needed 
to robustly train AI models; existing dermatological 
image databases are often biased toward particular 
skin types, lesion categories, or geographic locations, 
which limits model generalizability. Additionally, 
inconsistent imaging protocols, annotation standards, and 
variability in dermoscopic equipment further complicate 
reproducibility.82

17.2. Bias and underrepresentation of skin types

A major limitation is that darker skin tones and rare 
lesion types remain underrepresented in training datasets. 
Such bias may lead to reduced accuracy of diagnosis in 
populations that are not well represented, raising several 
concerns about fairness, equity, and inclusion within 
AI-driven dermatology.83

17.3. Interpretability and the “black box” problem

Most AI models, especially DL systems, provide limited 
transparency regarding how predictions are generated. 
Clinicians may remain skeptical about systems that do 
not offer justification for their results; hence, this lack of 
transparency can undermine clinical trust in algorithmic 
predictions.84

17.4. Clinical validation and regulatory approval

Few AI tools have received clinical validation, although 
many demonstrate exciting results in a research setting. 
Regulatory approval requires robust evidence of safety, 
efficacy, and reproducibility. The main challenges to 
overcome are related to compliance with the United States 
Food and Drug Administration, European Medicines 
Agency, or other regional regulatory frameworks.85

17.5. Integration into clinical workflow

Seamless integration into routine dermatologic practice 
will require interoperability with electronic health records, 
teledermatology platforms, and diagnostic devices. At 
present, a lack of standardization and disruption to 
established clinical workflows are common concerns 
among clinicians.86

17.6. Ethical, legal, and privacy concerns

Artificial intelligence training using patient images raises 
important issues related to informed consent, data security, 
and privacy. In addition, there is still confusion regarding 
accountability in cases of misdiagnosis—whether it lies 
with the clinician, the AI developer, or the healthcare 
institution.87
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17.7. Cost, accessibility, and resource constraints

High development and deployment costs, combined with 
poor availability of sophisticated diagnostic imaging 
equipment in resource-poor settings, will further limit 
access to AI-based skin cancer diagnostics worldwide. 
This is a digital divide that must be overcome for equitable 
adoption to occur.88

17.8. Generic clinical workflow for artificial 
intelligence-assisted skin cancer diagnosis

Artificial intelligence-assisted skin cancer diagnosis 
follows a structured workflow integrated into routine 
dermatological practice. The process begins with 
patient presentation, either through in-person visits or 
teledermatology, where suspicious lesions are identified. 
This is followed by image acquisition using clinical or 
dermoscopic imaging under standardized conditions. 
Acquired images undergo preprocessing, including artifact 
removal, color normalization, and lesion segmentation, to 
improve analytical reliability.89

Subsequently, AI-based models, typically DL 
algorithms, analyze the images to classify lesions and 
estimate malignancy risk. The outputs are provided 
as probability scores or visual decision-support cues. 
During the clinical decision-support phase, AI results are 
interpreted alongside clinical examination and patient 
history, serving as an adjunct to clinician expertise. Lesions 
identified as high-risk undergo confirmatory biopsy and 
histopathological analysis, guiding treatment planning 
and follow-up. This workflow demonstrates practical AI 
integration while preserving clinician oversight.90

17.9. Artificial intelligence adoption in dermatology 
vs. radiology

While AI has made significant inroads in radiology, 
dermatology has lagged in clinical adoption. Several factors 
contribute to this disparity. Unlike radiology, dermatology 
lacks standardized imaging protocols, leading to high 
variability in image quality and acquisition conditions. 
Skin lesions themselves are highly heterogeneous in 
appearance across patients, body sites, and lighting 
conditions, which complicates algorithm training. 
Additionally, reimbursement pathways for AI-assisted 
dermatology tools remain limited, reducing incentives for 
clinical integration. Finally, compared to radiology, there 
are fewer large, well-annotated datasets publicly available 
for dermatology, constraining model development and 
validation. Together, these challenges slow the translation 
of AI from research to routine dermatologic practice.91

18. Future research directions
Current AI algorithms have largely been trained on 
datasets that are biased toward lighter skin types, common 
lesion types, and images captured under very controlled 
conditions. Hence, future work should aim to balance 
representation across the spectrum of Fitzpatrick skin 
types, ages, geographical locations, and even rare lesion 
categories. This kind of data curation will minimize 
algorithmic bias, ensure diagnostic performance for 
subpopulations of underrepresented patients, and 
foster fairness and inclusivity in clinical deployment. 
Variability in image capture, in the guidelines used for 
annotation, and in labeling data across datasets limits 
reproducibility and comparability between studies. Imaging 
protocols need to be harmonized, together with metadata 
documentation and standards for expert annotation. 
Future research should not be constrained to just 
dermoscopic images but include multimodal data like 
clinical photography, 3D total body scans, histopathological 
images, and other metadata of the patient, such as genetic 
predisposition and medical history.

19. Structured classification of referenced 
studies and research trends
The existing SOTA works mentioned and referenced 
throughout the review can be broadly grouped under four 
broad categories of methodology and/or approaches used. 
Firstly, the initial SOTA works followed more conventional 
approaches of traditional ML paradigms such as SVMs, 
random forests, kNN, Naïve Bayes, and decision trees, 
along with a collection of handcrafted features including 
the famous ABCD rule, textures, and morphology. 
Secondly, the overwhelming majority of SOTA works 
investigated and proposed DL approaches towards image 
classification, including CNNs, including the popular 
variants of Inception, ResNet, DenseNet, EfficientNet, and 
UNet networks. Thirdly, a considerable number of works 
highlighted the importance of lesion segmentation and 
preprocessing pipelines, including boundary detection. 
Lastly, the most recent and increasing numbers of SOTA 
works are focused on hybrid and multimodal approaches, 
including Explainable AI and/or limited but promising 
prognostic approaches. 

20. Methodological evolution over time
Artificial intelligence methodologies in skin cancer 
research have evolved substantially over time. Early 
studies (2015–2017) mainly relied on conventional 
machine learning algorithms applied to relatively 
small datasets with handcrafted features. From 2017 to 
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2022, the field shifted toward deep learning methods, 
particularly convolutional neural networks (CNNs), 
driven in part by the increasing availability of labeled 
training data, including the ISIC archive and later the 
HAM10000 dataset. More recently, CNN-based models 
have shown strong diagnostic performance and, in some 
benchmark settings, performance comparable to that of 
dermatologists, as reflected in high AUC values. At the 
same time, methodological advances such as transfer 
learning, data augmentation, and cross-validation have 
become increasingly common to improve model training 
and evaluation robustness.

21. Timeline-based progression of research
Finally, the process of advancing the area of interest 
can be defined with a series of phases. The initial phase 
was associated with ML classification by making 
use of handcrafted features. The second phase was a 
breakthrough period, marked by the emergence of DL, 
particularly CNN-based architectures. The third phase was 
a period of improvement of segmentation, classification, 
and the validation of multiple datasets. The current 
period represents the translational period, with a focus 
on explainable AI, fairness in skin tones, multiple data 
integration, and clinical use. 

22. Current translational focus
Recent studies are becoming more focused on clinical 
applicability and are moving on from simply assessing 
the diagnostic accuracy of AI tools. Current translational 
priorities in using AI tools in dermatology include 
teledermatology integration, remote triage in resource-
limited settings, outcome prediction, explainability, and 
bias mitigation. In addition, regulatory compliance, 
multicenter technical and clinical validation, and workflow 
integration are increasingly recognized as essential for 
real-world implementation. This reflects a broader shift 
from proof-of-concept accuracy studies toward clinically 
deployable systems that are fair, reliable, and integrated 
into real-world workflows. 

23. Conclusion 
Skin cancer remains among the most common 
malignancies worldwide; its incidence is continuously 
increasing because of environmental, genetic, and lifestyle 
factors. Despite the significant advances in dermatological 
examination techniques and in therapeutic approaches, the 
burden of late diagnosis and recurrence makes the need 
to develop improved diagnostic and prognostic strategies 
very compelling. Melanoma is the most lethal major form 
of skin cancer and is associated with poor outcomes when 
diagnosed late. Although non-melanoma skin cancers 

generally have lower mortality, they impose a substantial 
clinical and socioeconomic burden. The heterogeneity in 
skin cancer types, along with their overlapping clinical and 
histopathological features, makes the accurate and timely 
diagnosis of skin cancer challenging. These challenges 
underscore the need for adjunctive technologies such as 
AI to complement current practice, improve diagnostic 
accuracy, and ultimately enhance patient outcomes.
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